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Public Coins vs Private Coins

Rondomness in interactive proofs comes in different forme.

Ex 1t in 2-message TP for GVI, the werifiers random bit b must be secret
EX 2w Poly(n)—mqsmaq IP for TGBF, all verifier randomness is Sent to +he prover

TopAy: How do +hese scHings compare ¢

def: A wverifier V iy public-coin i its every message is a freshly sampled

vhiform random string of o prescribed length.  Otherwise, V s private - coin.

def:  AMIK1/MALK] are languages  decidable via K- round  public-coin  TPs

where the verifiar /prover moves First. (A" stands for Arthor=verfier & “M° sfonds for Merlin= prorer)

Trivial : ¥k, AMLK) MA[k] ¢ IP[K]

Surpr'\s“m?): theorem: ¥k, IP[kI & AM[Kk+1]

We. study o special  case of the theorem today.



Revisiting Graph Non-lIsomorphism

theorem: GNI € AM[K=1] (Praviwsly we proved that GNT e TP [k=1). )

1&0&\1 look of gmpk Eomor?kisw\ N O qvavﬁ'ﬁ'qﬁw way

del: The avtomorphism grovp of o 8"°‘Pk G- (V,E) s
ovt (§) = {'IT: V-V | T is o permﬁ«"‘iom and TI(4)=G }

cdam: G has nl lout(4)] isomorphic graphs,

In particular, |{(H | H=G ~ meat() = n!
Given (Go,G,), define S=={(H,1r) , (H=Go v H=G,) A Te oM-(H)}.

Co= G, » S| =nl
qo# G~ IS|=2-n!

Moreover, can prove that (H,m)e S by Providiv\g 1Somorphism To Go or G,.

Observe Hhat - {

= it suflics for the prover to convince the verifier Hhat [S|=2:nl



Tool: Pairwise Independent Hashing
A function family HM’Qz{ k:‘[o,llm—’{o,'}e} IS pairwise  indepandunt it

w o ; 2 l’l(X):)l ] | .
¥oxxefod” wih xed, ¥yytelol} B [w;:,' - %

Examee: H, - { hulb (><)=0\><+|o} (o rondom offine function over fim )

Q,LEWZM
Tndeed: f\—[h“"’(x)’y]: Er[ax.*b y,}.—_ f\-l;O\ d ]= ’lz'\;
ab Lhyp(x)=y'] o | oX*+b=y' [ ap| b=y-ax | 2

Ac+\m\ly we are interested n o {:qmi\y Hpg with L<m

So consider:  H, p-= % hae ()= ax+b med 2! }o\,bc- TF,m

The fruncation +o £ bits does NMOT abfect pairwise independence:
’H’\QI'Q are lm-l d\ﬂf(‘,q& or— ac ﬁ';_m ¢t O (x—x') mod l( = )”)",
and for each swh o thee are 2V choices of b st axtb mod 2° =y.

We hove an ej’rQidud- PoNrivise —i:\ek[:o,ndu\’r Luaction {-&m‘.\y HM,Q Lor ery m,L with Lsm.



Set Lower Bound Protocol [1/2]

Lk S<f0,13" be such Fhat Se NP (can check that xeS with the help of a proof),

yes it IS|zB }

QoAL: an TP for the promise  problam { No it |S|]<$B/2

K Vs (8)
St LeN sk 7.“&8@ ¢
Find xeS st hi=y.  hy  Sample heHmy and yedord
Find proof T for *eS" X,T , Check that hix)=y and T certities “xe S

lemma: i 1SI> 8 hen B 20t o ] 3g. 4,
is 2L
} qop | LIB

N A LTI
2

convinces Verifier

Soundness: i Sl< & Hen ¥ malicious prover

gy rlidons prower | _ B [3xeSohio] « Z B[Woey] < 19125 <

convinces Verifier




Set Lower Bound Protocol [2/2]

Lt S <£0,11" be such that Se NP (can check that xeS with the help of a proof ).

yes i |S|Zz B }

QoAL: an TP for the promise  problam { No it |S|]<$B/2

P Vs (B)
Set LeN sk 2% < <2
Find xeS st hix)=y. tl"/y Sample he Hmy and ye{o,\}a.
Find p\-oo(: T for “keS" X, T, Check that hix)=y and T certifies “xe S™

lemma: ib 1Sl B then B—[ho"?s* prover } > %9, L

convinces verifier 2

g - [t
4 \S\$ _gz H\U\ Pr[mal\g\ous PTOOVQI‘) < l l } 80\I> 1S 2 -,\‘I—B 2( > T
iS not ysed for

Convinces verifier 2(
/4

COW\P,Q“'U\QQS’. wLO4 ‘S\r-B (\a\rqc\- IS] increnses oceeptonce probo\bi\ﬁr). For every )"5{0,‘}, Completeness

Bl T ] 2 [3uesihiney] > £ B L) S %0 B[RO0 1= 1514 - (5) 2o

convinces Verifier

randomness of

i
InclvSion-Exdusion Bovnd \ R | B Bl R B ) R | ) \
= B R . o — 2 — — - l -_— _| > — ¢ — 3. —
BV Ei]”;Er[Ei]' Elp'[fmeﬂ 2 (1) P A T Y ( 2" 7 52 (I 417 4 . 2t



Public Coin Interactive Proof for GNI

heorem: GNI € AM[Kk=1]

r\z-l-nlot\v\

AFFly the <S¢t lower bound proi’ocd on S:= {(HJ‘)Q {01}

H=Go v HEC.)}‘

A T e avk(H)

P(G,6.) V (6,,G.)
R=2nl, wm:=n+ h-logn
Set £ st 2" <B< 2" [andso £=0(nlogn))
Find (Hm)eS st \n(H,T\‘):y. < h, y Somple he Hye and ye{o,\}z.
Find isomorphism ¢ from H 0o G Mm@, Check that h(H,m)-y ond (H,m)es.
[ (B(H)=G, v #(H)=G,) A Te &U\'(H)}T

Com?le_‘\'c.m.ss'. i{: (Go,&,)GCNI then 1S)=2.n! <o

honest prover

3 B
P‘_Lov\vinc(s Veh'-Rqr} = ‘\P’;[B (H,meS : h(le)r.)/] 2 7 7

Soundness: ;{1 (Go,G,)ZGNT tHhen [S)= n! so ¥ maliciovs prover

g e ] < 2 3tmmes bty | <

1. B,
2 o*



Perfect Completeness for Public Coins

The set lower bound protocol introdvces a complefeness error.
This is NOT essential :

Theorem: I{: L has o K-round Public-coin xIp

then L has o (kt)-tound public-coin TP with perfect completeness.

Exomple: We showed that GNI € AM[k=1] so we deduce

at GNL€ AM[&=0, k2]
(GNI has a 2-tound public-coin TP with perfect  completeness.)

We proceed in Several steps.

* Warmup : Simple  protocel to redvee (but not eliminate) completeness error.
¢ Review: [avtemonn's proof tHhat BPP < 5T,

+ Proo}: we buvild on warmup and Feview.



Warmup: Reduce Completeness Error

Repeat the protocol moltiple times and occept i} AT LEAST ome execution accepis.

P*(X)i V*(X)t
For lel...,K:
( (&)
. i) (i) (i) 05, -/% > m B b
V‘\é [t]/ O\‘ 1= P (X,?‘ ey ?:)_' ) ?:‘(,)m g:‘(t) SQW\P|( g\‘ /"’/g;‘ € {O,I} J'

.
N

Jiele] Vix, a4 )=

For every repetition parometer teN:

CEebs Eeelb B[R Ve00>=01= ( BI<PR)VEOY=01) ¢ £

o B &=t-6& B [<RM),Ve00>=1]1 < E-B<PK) VOO>=1]< E.&
+ K > K=K The t execvtions are in parallel.

+ C |» C'=t€  FEoch execution contribvis c bits o communicaton.

The completeness error  can be made arbitrarily small | but NOT  zero.
BUT: o clever Twist on this profocol achieves perfect completeness.



Review: Lautemann Theorem

eorem: BPP<¢ =7

Recall that Le 2] > 3 -t gt 0 51 (XS0 ke Deal,

YES -ervor o

Let L be decidable by o polynomal-time probabilistic Q\aori'\'lr\w\ M with {NO-error g

We use the probabilistic method to show the two conditions:

« If xeLl +hen (provided t>—$) e e o} ¥eefod” (T ielt] Mix; TPeg) =1):

P {3 ge{o,l}r (’VL ie[t] M(X}WmegFO)J $ 2 " B E)[ Y ie[t] M(x;o‘“'eg)=0] For t Iarge_ e.hovjh
l),m, 6.\&) 96 {o,l} 0—(",...,6" MOST 0_(.) 6_“._.) are d
q ) 0. qeod.
= B [ Wielt] Mix¢")=0] <2 <1,
Q-8

+ TF xg L then (provided t<$) Yo o e} eefod (Y ielt] Mix; ePeg) =0):

q_(

: 0 k) r . cno)=t]= o)= .
Fix o, c®elo} . For every ielt] ge%,‘}r[ﬂ(x,‘ ©g)=i] ge%)/‘},[M(X,g) 1< B

Hence

: ) - ~ ol o) o .
gé%,\}"[ Jielt] Mx;cP%g)=1]< 2t ge%,‘}r[l"l(x,w og)=1]s t g<I.

The condition JteN —%";< |:<-é— con be achieved by repetition (and +aki1\8 mo\'\orh‘y),

Eq, for oo, o=, L-wise error reduction gives o,B=exp(-R), yiding O(LrI<& cexpll).
10



Proof of Perfect Completeness for IPs [1/3]

Let (PV) be o K-teund public-coin TP for L.

Let r be the randomness complexity of V, divided by rounds as K., with Zjegqfier

For every repetition parameter EeN  the new valfc-coin I (P V) is as follows:

P*(X)I Vi (X):
. v
Find ™.0%efo)) sk
v ge s-0"}\- 3 ie[l:] <P(X),V(X,0'w$g)> = 6-0),...,6‘(1:)>
For J poy K
o(l) /agﬂ

: . ‘ A ,

Vielt] o) = P(x, aP%g, .. 00,,) o Sample ¢; € o}

y4
N\

Jielt) Vix,a"  af.cVe¢)=|

. ,.. ,

¢ Eb> &=0 Provided thef t>"'a'§< , 03 W prove soon.
¢+ B> &=t6& Ag we prove Soon. Tt is <l provided Hat tc =
S
+ K = K=K+l The are E (correlated) executions in parallel , PIVS on extra message.

+ C | C=t-(ctr) Foch execution contribvis ¢ bits , plus £ bits in the extra message.

‘8 Es can be ochieved by repetition (and faking majority),

11



Proof of Perfect Completeness for IPs [2/3]

P (x): o0
Find e . oY fo} st
¥ 3¢ s-o"}\- die[t) < P(X),V(X’Qf(ilag» = g'f'),m’((t))
For j=1,..k:
Ogl)/ /qgt)
Vielt], O‘f’\n = P (x, ¢Veg, . ,Q(:’GDS’M) 9 Sample  ¢; e fo}"

yd
N

Jielt) Vix,a"  af.cPes)=|

)

Covv\p\efevvzss .

Suppose. that xe L.
IE Bux) finds “good " € ., €% then PRelx) convinces Vi(x) with probability |.

They exist :

Voedoad (Jielt) <POOVixsTg)=1)

B B [Bectod” Viete <P vixstbg)r=0] < 2 e it g [¥iete1 <Pt vixstag)? =o]
= 2" ff ) [Viem <P<X>,V(x,e“’)>=o] 2 <.
.39 i
t 2.7 \Oa e
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Proof of Perfect Completeness for IPs [3/3]

Soundness : Suppose that x#L and fix o malicious prover Fx.

for every ie[t] de{\m P ago(\V\%\' V os follows:
+ Run P to obkoin (g%, ).
e« ITn tound \')e[K'J (ho\vivxg received R, ,85oy TrOM V)
- compute the next messoge. oy Q= ?*( g.eo:“’,...,g-l,\ewj,‘."’ )il

Detine (ql'),...,cm )::"5; ( the prover's First mzss&ge).

For every ielt],
B[ VxR, Piy-.2)il; sVeg)=1 ]

9€fo)”
= oy [ V(x.B(c"eg),.,Flc"ss,.,6'0%); sVeg)=1 ]
= B LVRR),. B3, 2059)=1] <
We conclude +Hhot
B— [(P% Vi(x; Q)P=1] = B— [ Jielt] V(X,P*(?.)[\] p*(g|,,,,,gg)[i];G“’®3)=l] '3<’é"

g€ g0\
J
S Ziere B- [V (xBigi,... P 2], 6M0%)=1] s L& < |.
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The Case of IOPs: Private to Public Coins

The TP tronsformarion does not extend to I0F:

the sut lower bound protoce) does NOT  preserve query complexity,
NevetrHheless a similar  theorem  helds:

Theorem: I{: L has o K-round TOP with
then L hat a O(K)—tound public-coin TOP

The proof approach is as follows:

(k+)-Found O(k)- tound
K-round private—to-public 5. publi¢c-coin IP-to- IO?’ > public-coin
Iop +ranstormation for Ife IPp {'mﬂs&‘orma\hoh TOP
(An IOP can be viewed as an IP) ( Makes the verifier read )
O(1) bitx from eady mestage.

A key '\r\ﬁredio.v\{- of Hhe IP-+0-TOP transformation is Tndex-Decodable PCPs |
o stranghening of  the notion of Holographic PChs.



The Case of IOPs: Perfect Completeness

The TP fransformation extends to IOFPs with & moderate increage in

CIUQ.Fy CON\FIQ)('\"'V.' Ci Hq E- q o( ‘°‘8£°) q.
Since vsvcxlly |'=ID-'(\03 n) Cf' is super-constant even if 9= 001,

WQ— @an P\'ESQI'VQ c]uery COV\\Fl()(\‘\')’ (uP fo a small additive constont) with o SW\Q“ ‘)"W@(Ki

P(X) V*()():
Find ., 0%e {01}
¥ ge {1} Tielt) <PO,Vixstlog) =| 6‘"’,».,6“")
For j=\ ..k
Ofll) /ajt)
. / e
Vielt] o = P(x, s, ., s 0e,) o " Sample g e {0
4, J
Find ie[t] st <PM),Vixstog))=| L Vix,a? af . cVes) =1
The TOP prover tells the TOP verifier which execution accepts. Ne’“g’ P:O‘&Z‘f};m
=> The TOP vetifier teads ielt], then reods oie{o} ¢+ Es > &=t-§

e K = K=K+l
e 12\ = IZl=mox{IZ], 2k}

- ' =k 2+t

Note: the TOP verifier .is adaptive. " P q=q+2
e F P FH=F

ond then checks the i-th execvtion with rondomness ¢%e¢.
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